 Data DPA – Australia
BACKGROUND
This data processing agreement (the "DPA") sets out the terms and conditions of the processing of Personal Data (as defined below) conducted in accordance with the Agreement entered into by the Controller (as defined below) and the Processor (as defined below) and, if applicable, other agreement(s) entered into by the Controller and the Processor regarding the provision of the Processor’s Software. By entering into the Agreement, the Parties become bound by this DPA which forms an integral part of the Agreement.
The Controller determines the purposes and means of the processing of Personal Data (as defined below) and is therefore the APP Entity Controller for the processing of Personal Data conducted in accordance with the Agreement. As the APP Entity Controller under this DPA, the Controller is responsible for complying with the Data Protection Legislation including all APPs as set out in the Privacy Act and amended from time to time.
The Processor will process Personal Data on behalf of the Controller in accordance with this DPA and Appendix A and is therefore the APP Entity Processor for the processing of Personal Data.
The Controller acknowledges and agrees that the Processor does not Hold any Personal Data under this DPA.
The terms and conditions of this DPA are consistent with the obligations imposed on an APP Entity Controller and APP Entity Processor under the Australian Data Protection Legislation.
DEFINITIONS
In this DPA, in addition to the terms and expressions defined above, the following capitalised terms and expressions have the meaning set out below:
Affiliate means any one or more companies directly or indirectly controlled, under common control or controlled by the Controller that share the same Microsoft Dynamics instance.
Agreement means the Order, this DPA and the General Terms (including any appendix and schedule referenced therein).
APP Entity Controller means an entity which Holds Personal Data and determines the purposes for which Personal Data is processed and the means of such processing. 
APP Entity Processor means an entity which processes Personal Data on behalf of the APP Entity Controller and carries out activities to process the Personal Data as instructed by the APP Entity Controller.
APPs mean the Australian Privacy Principles set out in Schedule 1 of the Privacy Act, and as amended from time to time.
Business Day means any day, other than a Saturday, Sunday, or public holiday, on which banks are open for general business in New South Wales, and for the purpose of this DPA, any references to ‘days’ will be understood to exclude weekends and public holidays and be counted only on Business Days.
CCPA means the California Consumer Privacy Act Cal. Civ. Code § 1798.100 et seq., and its implementing regulations.
Controller means the party defined as ‘Customer’ in the Order.
Data Protection Legislation means the current laws and regulations in Australia which govern the protection, processing and handling of Personal Data (as supplemented by any applicable guidance released by the OAIC), including the Privacy Act and the APPs established under it and the Privacy Regulation 2013 (Cth), as amended from time to time.
DPA means this data processing agreement.
Eligible Data Breach has the meaning given to that term in the Privacy Act.
General Terms means the Processor's general terms and conditions included in the Agreement.
Hold has the meaning given to that term in the Privacy Act.
OAIC means the Office of the Australian Information Commissioner.
Order means the order form by which the Controller has ordered Software from the Processor.
Parties means the Controller and the Processor.
Personal Data means information or an opinion about an identified individual, or an individual who is reasonably identifiable:
(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a material form or not.
Privacy Act means the Privacy Act 1988 (Cth), as amended from time to time.
Processor means the party defined as ‘Supplier’ in the Order, including as applicable any "service provider" as that term is defined by the CCPA.
Relevant Authorities mean the OAIC and any other governmental or regulatory bodies or agencies, including those at the federal, state, or territorial level, which have jurisdiction over privacy and data protection matters in Australia and hold authority to enforce relevant laws and regulations, and to whom obligations, notifications, or reports may be required to be made under applicable Data Protection Legislation.
Software means the software provided by the Processor.
Sub-Processor means any subcontractor engaged by Processor that processes Personal Data on behalf of Processor.
INTERPRETATION
In this DPA, except where the context otherwise requires:
(a) the singular includes the plural and vice versa and a gender includes other genders;
(b) another grammatical form of a defined word or expression has a corresponding meaning;
(c) a reference to a clause, paragraph, schedule or annexure is to a clause or paragraph of or schedule or annexure to this DPA and a reference to this DPA includes any schedule or annexure;
(d) a reference to a document or agreement, includes the document or agreement as novated, altered, supplemented or replaced from time to time;
(e) a reference to A$, $A, dollar or $ is to Australian currency;
(f) a reference to time is to Sydney time;
(g) a reference to a person includes a natural person, partnership, body corporate, association, governmental or local authority or agency or other entity;
(h) a reference to a statute, ordinance, code or other law includes regulations and other instruments under it and consolidations, amendments, re-enactments or replacements of any of them; and
(i) including, includes and similar expressions, and the giving of examples, do not limit what else may be included.
Additionally, in this DPA, headings are for ease of reference only and do not affect interpretation.
RESPONSIBILITIES AND UNDERTAKINGS
[bookmark: _Ref496706630]The Controller undertakes to:
(a) Collect and hold Personal Data in accordance with applicable legislation, including Data Protection Legislation, and associated guidelines released by Relevant Authorities (including providing all notices and obtaining any consents which may be required);
(b) provide the Processor with written, documented instructions on the processing of Personal Data and this DPA; and
(c) not provide the Processor access to the Controller’s systems other than when and to the extent necessary for the Processor to perform its obligations under the General Terms and this DPA.
(d) CCPA Specific Provision: Controller represents that its use of the services will not violate the rights of any Data Subject that has opted-out from the sale of or other disclosure of Personal Data, to the extent applicable under the CCPA.
The Processor undertakes to:
(a) process Personal Data in accordance with the Controller’s documented instructions as set out in the Agreement and this DPA. The Processor will not deviate from the Controller’s instructions, unless except and to the extent that the Processor is required to do so to comply with legislation to which the Processor is subject, and in such case the Processor will inform the Controller of the legal requirement prior to conducting the processing (unless applicable legislation prohibits such information);
(b) process Personal Data in accordance with applicable legislation, including Data Protection Legislation, and associated guidelines released by Relevant Authorities, provided that the Controller informs the Processor of any legal or regulatory requirements applicable to the set of Personal Data for processing other than the Data Protection Legislation;
(c) notify the Controller if, in its opinion, an instruction infringes this DPA or Data Protection Legislation and await further instructions;
(d) if the Processor lacks instructions which, in the Processor’s assessment, are necessary to perform the processing of Personal Data in accordance with this DPA or Data Protection Legislation, the Processor will inform (in writing) the Controller of the matter and await such further instructions as the Controller may deem necessary;
(e) keep all Personal Data strictly confidential and ensure that persons, such as employees, consultants and other persons, authorised to process Personal Data have undertaken to comply with confidentiality obligations in respect of Personal Data;
(f) maintain written records of the processing activities relating to Personal Data;
(g) as soon as practicable comply with all decisions and judgements of a competent authority, court or, where appropriate, arbitration tribunal regarding Personal Data; 
(h) to the extent necessary and only where the Processor has access to the relevant Personal Data, assist the Controller in ensuring compliance with its obligations under applicable Data Protection Legislation. This includes, taking into account the nature of the processing, assisting the Controller through the appropriate technical and organisational security measures established and maintained by the Processor in clause 5.1, to:
(i) deal with inquiries or complaints from individuals about the Controller’s compliance with the APPs; 
(ii) take such steps as are reasonable in the circumstances to protect the Personal Data from misuse, interference and loss, and unauthorised access, modification and disclosure; and
(iii) take such steps as are reasonable in the circumstances to destroy or de-identify the Personal Data if the Controller no longer needs the Personal Data for any purpose under the APPs and the Personal Data is not contained in a Commonwealth record or required to be retained; 
(iv) for the avoidance of doubt, Controller is responsible for complying with any  requests raised by Data Subjects, unless they are made directly with the Processor; and
(i) upon reasonable request, provide the Controller with relevant information and documentation demonstrating the measures taken by the Processor to fulfil its obligations under this DPA.
(j) CCPA Specific Provision: Processor is prohibited from: (a) selling the Personal Data; (b) retaining, using, disclosing, or processing Personal Data for any purpose other than for the specific purpose of providing the Software provided under the General Terms; including retaining, using, or disclosing the Personal Data for a commercial purpose other than providing the Software; or (c) retaining, using, or disclosing the Personal Data outside of the direct business relationship between Controller and Processor. Processor hereby confirms that it understands the restrictions set forth in this section and will comply with them.
[bookmark: _Ref27737064]SECURITY
General
The Processor undertakes to establish and maintain appropriate technical and organisational measures in order to protect Personal Data against misuse, interference and loss, and unauthorised access, modification and disclosure taking into account the nature of the processing. Such measures will at least maintain the level of security set out in applicable Data Protection Legislation and associated guidelines released by Relevant Authorities.
The Processor will take all reasonable steps to ensure that:
(a) access to Personal Data is limited to those persons who need access in order for the Processor to meet its obligations under this DPA and the General Terms;
(b) such access in clause 5.2(a) is only granted to such persons as is necessary in relation to that person's particular duties; and 
(c) such persons as referred to in clause 5.2(b) only process Personal Data in accordance with the instructions of the Controller.
Eligible Data Breach
In the event that the Processor becomes aware that an Eligible Data Breach has occurred, the Processor will, as soon as practicable, notify the OAIC about the Eligible Data Breach in accordance with the Privacy Act and associated guidelines released by Relevant Authorities.
Without limiting clause 5.3, the Processor will also immediately notify the Controller about the Eligible Data Breach. Furthermore, the Processor will, upon request and only where it has access to the compromised Personal Data, provide the Controller with the following information:
(a) a description of the nature of the Eligible Data Breach including where possible, the categories and approximate number of individuals concerned and the categories and approximate number of data records concerned;
(b) a description of the likely consequences of the Eligible Data Breach;
(c) a description of the measures taken or proposed to be taken, if any, by the Processor to address the Eligible Data Breach, including, where appropriate, measures to mitigate its possible adverse effects; and
(d) contact details for further communications regarding the Eligible Data Breach.
Where it is not possible for the Processor to provide the information listed under clause 5.4 at the same time, the information may be provided as soon as practicable in phases.
The Controller is solely responsible for notifying the affected individuals in accordance with Data Protection Laws. 
SUB-PROCESSORS
The Controller authorises the Processor to engage Sub-Processors. The Processor will provide a list of the Sub-Processors engaged from time to time on its website [insert website] and will, by updating the website, inform the Controller of any added or replaced Sub-Processors within 10 Business Days before such Sub-Processors commence any Processing. In order for the Controller to receive notifications of such updates, the Controller is referred to use a URL tracking service such as https://visualping.io/. The Controller will as soon as practicable object to any changes with regard to added or replaced Sub-Processors if the Controller has reasonable grounds to doubt the new Sub-Processor's ability to comply with applicable Data Protection Legislation. The Controller understands and accepts that such objection may result in the Processor not being able to fulfill its obligations under the Agreement to the extent such obligations are related to the relevant Sub-Processor.	Comment by Author: Elevaite365 to add website.
The Processor will:
(a) remain fully liable for the performance of every Sub-Processor as if such processing was conducted by the Processor itself; and
(b) in each case ensure that each and every Sub-Processor and the Processor have entered into a data DPA which provides the same responsibilities and obligations as set out in relation to the Processor under this DPA.
TRANSFER OF PERSONAL DATA
The Processor may transfer Personal Data to a country outside Australia provided that the Processor will comply with applicable legal and regulatory requirements relating to the transfer of Personal Data outside Australia and undertakes to take all steps necessary to comply and allow the Controller to comply with such legal or regulatory requirements. The Controller hereby give the Processor all authorisations and approvals as is necessary for the Processor to engage Sub-Processors for the purposes set out in this DPA. 
Upon amendments to the list of Sub-Processors as set forth in clause 6.1, the Controller will as soon as practicable object to any changes which involve a transfer of Personal Data outside the Australia if the Controller has reasonable grounds to doubt such transfer does not comply with applicable Data Protection Legislation.
DISCLOSURE OF INFORMATION TO CONTROLLER
If required in accordance with applicable law, the Processor will, upon reasonable request in writing, provide to the Controller as soon as practicable such information as is necessary for the Controller to demonstrate compliance with applicable statutory or regulatory obligations relating to the Controller’s engagement of a processor.
As part of the Controller’s request to the Processor in clause 8.1, the Controller will inform the Processor of the applicable statutory or regulatory obligations with which the Controller must demonstrate compliance.
AFFILIATES
This DPA will apply in relation to Affiliates that receive services from the Processor under the Agreement and therefore can be considered APP Entity Controllers in relation to the Personal Data processed on their behalf by the Processor. 
Each Affiliate mentioned in clause 9.1 may enforce this DPA as if it was a party to it and will have the same rights and obligations as the Controller. For the avoidance of doubt, each Affiliate will be an APP Entity Controller only in relation to the Personal Data processed by the Processor on behalf of such Affiliate. The Controller and each Affiliate will be jointly and severally liable under this DPA in relation to processing of Personal Data on behalf of such Affiliate. For the avoidance of doubt, an Affiliate will not be liable for processing of Personal Data for which the Controller or another Affiliate are APP Entity Controllers. 
The Controller will act as a proxy for the Affiliates mentioned in clause 9.1 in all matters and communications relating to this DPA and processing of Personal Data on behalf of the Affiliates. Thus, the Affiliates and the Processor will not communicate directly with each other unless otherwise agreed between the Parties. 
This clause 9 will only be applicable to the extent the Controller has the authority to enter into this DPA on behalf of its Affiliates.
LIABILITY
Without prejudice to any express right or remedy that may be available to individuals under the applicable Data Protection Legislation, neither Party will be liable to the other Party for any indirect, consequential, special or punitive damages, including but not limited to loss of profits, loss of business or loss of data arising out of or in connection with this DPA (whether in contract, tort (including negligence) or otherwise). In addition, any liability under this DPA will be subject to the applicable provisions on limitation of liability in the General Terms, and such liability limitations shall include Controller’s and any of its Affiliate’s claims in the aggregate. 
For the avoidance of doubt, each Party is liable itself for fines and penalties imposed on the party by a regulator.
TERM AND TERMINATION
This DPA enters into force on the date of signing the Order and will remain in force for as long as the Processor processes Personal Data on behalf of the Controller. 
In the event that the Agreement is terminated or expires, the Processor will as soon as practicable return, or if the Controller so requests, delete or de-identify all data including Personal Data and copies thereof, unless applicable legislation requires storage of the Personal Data.
Upon the Controller's request the Processor will provide the Controller with a statement that the actions required by clause 11 have taken place.
MISCELLANEOUS
If any provision of this DPA or any part thereof would to any extent be or become invalid or unenforceable, the remaining parts of this DPA will continue in full force and effect and the Parties will use their best endeavours to agree upon any necessary and reasonable adjustments of this DPA in order to secure the vital interests of the Parties and the main objectives prevailing at the time of the execution of this DPA. 
Unless otherwise agreed in writing between the Parties, a Party may not assign this DPA or any of its rights and obligations hereunder to a third party. 
Any amendment, change or alteration of this DPA must be made in writing and duly signed by both Parties in order to become valid and effective. 
In case of discrepancy between this DPA and the General Terms, this DPA will prevail with respect to the Processing of Personal Data. 
GOVERNING LAW AND DISPUTE RESOLUTION 
This DPA is governed by the law of New South Wales, Australia Any dispute, controversy or claim arising out of or in connection with this DPA, or the breach, termination or invalidity thereof, will be finally settled in accordance with the relevant clause regarding dispute resolution in the General Terms.	Comment by Author: Elevaite365 to decide which state or territory that will apply.
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APPENDIX A – DESCRIPTION OF THE SCOPE , PROCESSING AND USE OF PERSONAL DATA COVERED BY THIS DPA	Comment by Author: To be reviewed and completed by elevaite365.
This Appendix 1 shall form an integral part of this DPA and contains a description of the processing.
DESCRIPTION OF THE PROCESSING ACTIVITIES (Subject-matter, the nature and purpose of the processing) 
The Processor will process personal data when providing the Processor’s Software and when needed to fulfil its rights and obligations under the Agreement and this DPA. 
	
	Categories of data subjects
	Categories of personal data

	
	• The data subjects could inter alia include Controller’s customers, employees, end users and suppliers as applicable per Controller's use of the Processors Software.
	• Any type of data that may reside in the Controller's system, per Controller's use of the Processors Software.



Retention period
According to instructions issued by Controller from time to time. 
